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ABSTRAK

Serangan siber yang terjadi di Estonia pada tahun 2007 berhasil membuat masyarakat
Estonia lumpuh karena .infrastruktur tidak bisa berjalan, dan ini menimbulkan
instabilitas yang membahayakan Estonia. Melalui metodologi penelitian kualitatif
dengan deskriptif analisis penulis memaparakan pengaruh kerjasama antara Estonia
dengan NATO.CCD COE di ikuti variabel dependen yaitu pertahanan dan keamanan
siber, serta variabel independen yaitu kerjasama antara Estonia dengan NATO CCD
COE. Penelitian ini menemukan bahwa kerjasama Estonia dengan NATO CCD COE
memiliki pengaruh yang signifikan _dalam mendukung sistem pertahanan dan
keamanan siber Estonia pasca serangan siber tahun 2007. Hal ini ditunjukkan melalui
lima poin berikut: pertama, Estonia mereformasi sistem pertahanan dan keamanan
sibernya dalam bentuk: reformasi Estonia menjadi e-Estonia berupa e-Governance, e-
Tax, X-Road, Digital ID, i-Voting dan keamanan siber Estonia sebelum tahun 2007.
Kedua, kehadiran serangan siber di Estonia tahun 2007 dalam bentuk: ketegangan
etnis di Estonia, pemindahan Patung Stalin, dinamika serangan siber tahun 2007, dan
identifikasi pelaku serangan siber di Estonia tahun 2007. Ketiga, Estonia merespon
serangan tersebut melalui penutupan akses negara dari server internasional, kerjasama
dengan organisasi regional di sektor pertahanan dan kemanan siber, serta
bekerjasama dengan negara seperti Luxemburg vyaitu Data Embassy. Keempat,
kerjasama Estonia-NATO CCD COE dan implikasinya terhadap sistem pertahanan
dan keamanan siber Estonia dalam bentuk: publikasi seperti Tallinn Manual,
pelatihan seperti Locked Shields, serta konferensi seperti CyCon. Kelima, masa depan
kerjasama Estonia-NATO CCD COE. Dalam jangka waktu ke depan kerjasama ini
seharusnya tetap dipertahankan untuk menjamin sistem pertahanan dan keamanan
siber Estonia yang berkelanjutan.

Kata Kunci: Keamanan Nasional, Pertahanan Siber, Keamanan Siber,
Kerjasama Pertahanan dan Keamanan Siber, Estonia, NATO Cooperative Cyber
Defence Centre of Excellence

Vii



COOPERATION ESTONIA-NATO COOPERATIVE CYBER DEFENCE
CENTRE OF EXCELLENCE IN SUPPORTING ESTONIAN CYBER
DEFENSE AND SECURITY AFTER CYBER ATTACK 2007
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ABSTRACT

The cyber attack that took place-in Estonia in 2007 succeeded in paralyzing Estonians
because infrastructure could not work, and this caused instability that endangered
Estonia. Through a qualitative research methodology with descriptive analysis the
authors describe the effect of cooperation between Estonia.and NATO CCD COE
followed by the dependent variable namely cyber defense and security, and the
independent-variable namely cooperation between Estonia and NATO CCD COE.
This study found that Estonia's collaboration with NATO CCD COE had a significant
influence in supporting the Estonian cyber defense and security system after the 2007
cyber attack. This was demonstrated through the following five points: first, Estonia
reformed its cyber defense and security. system in the form of: Estonian reform
became e-Estonia in the form of e-Governance, e-Tax; X-Road, Digital 1D, i-Voting
and Estonian cyber security before 2007. Second, the presence of cyber attacks in
Estonia in 2007 in the form of: ethnic tensions in Estonia, removal of the Statue
Stalin, the dynamics of cyber attacks in 2007, and identification of perpetrators of
cyber attacks in Estonia in 2007. Third, Estonia responded to the attack through the
closure of state access from international servers, cooperation with regional
organizations 'in the defense and security sector, as well as in cooperation with
countries such as Luxembourg, namely Data Embassy. Fourth, Estonia-NATO CCD
COE cooperation and its implications for the Estonian cyber defense and security
system in the form of: publications such as the Tallinn Manual, training such as
Locked Shields, and conferences such as CyCon. Fifth, the future of Estonia-NATO
CCD COE cooperation. In the future, this collaboration should be maintained to
ensure a sustainable Estonian cyber defense and security system.

Keywords: National Security, Cyber Defense, Cyber Security, Cyber Defense
and Security Cooperation, Estonia, NATO Cooperative Cyber Defence Centre of
Excellence
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