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ABSTRAK

Penelitian ini dilakukan untuk memperoleh pemahaman yang lebih lengkap
tentang analisis dan optimisasi sistem keamanan aplikasi perizinan untuk
pencegahan penyusupan konten ilegal. Penelitian menggunakan pendekatan
kualitatif dan kuantitatif dengan desain deskriptif analitis. Analisis keamanan
dilakukan berdasarkan kerangka kerja NIST Cybersecurity Framework (CSF) 2.0
dan pedoman OWASP Top 10 yang mencakup identifikasi aset kritis, evaluasi
risiko serta formulasi strategi mitigasi. Optimalisasi arsitektur server dilakukan
dengan implementasi teknologi container berbasis docker swarm, pipeline otomatis
melalui CI/CD, serta integrasi monitoring real-time. Implementasi ini berhasil
meningkatkan kemampuan deteksi ancaman siber dan memberikan perlindungan
lebih baik terhadap serangan modern seperti XSS, SQL Injection dan URL
Redirection.

Hasil penelitian ini, telah membuktikan bahwa pendekatan holistik yang
mengintegrasikan NIST CSF 2.0 dan OWASP Top 10 dapat meningkatkan
perlindungan terhadap potensi risike keamanan siber pada aplikasi perizinan. Selain
itu optimalisasi infrastruktur-sever. dengan docker swarm dan C1/CD pipeline dapat
secara signifikan meningkatkan keamanan dan ketahanan aplikasi perizinan di
Direktorat Jenderal Perhubungan Darat. Sistem menjadi lebih adaptif terhadap
dinamika ancaman siber modern, serta mempertahankan efisiensi operasional dan
ketersediaan layanan bagi pengguna.

Kata Kunci: Keamanan Aplikasi, Penyusupan Konten llegal, NIST CSF 2.0, OWASP Top

10, Deteksi Ancaman, Arsitektur Server



ABSTRAK

This research was conducted to obtain a more comprehensive
understanding of security analysis and optimization for licensing application
systems to prevent illegal content infiltration. The study employed a qualitative and
quantitative approach with a descriptive-analytical design. Security analysis was
performed based on the NIST Cybersecurity Framework CSF 2.0 and OWASP Top
10 guidelines, encompassing critical asset identification, risk evaluation, and
mitigation strategy formulation. Server architecture optimization was achieved
through docker swarm-based container technology implementation, automated
pipelines via CI/CD; and real-time monitoring integration. This.implementation
successfully enhanced cyber threat detection capabilities and provided improved
protection against modern attacks such as_ XSS, SQL Injection, and URL
Redirection.

The research findings demonstrate that a holistic approach integrating
NIST CSF 2.0 and OWASP Top 10 can enhance protection against potential
cybersecurity risks in licensing applications. Furthermore, server infrastructure
optimization using docker swarm and CI/CD pipeline can significantly improve the
security and resilience of licensing applications in the Directorate General of Land
Transportation. The system becomes more adaptive to modern cyber threat
dynamics while maintaining operational efficiency and service availability for
users.

Keywords: Application Security, lllegal Content Intrusion, NIST CSF 2.0, OWASP Top 10,

Threat Detection, Server Architecture



